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Why should I be concerned about 
Food Safety and Security?

Each year, contaminated food kills about 5,000 
Americans and sickens 76 million more.  

Most cases of foodborne illness stem from errors 
in food processing or handling. But deliberate food 
sabotage has also occurred in the United States. In 
1984, for instance, members of an Oregon religious 
cult deliberately contaminated restaurant salad 
bars with Salmonella, sickening more than 750 
people. 

Federal officials warn that domestic or foreign 
terrorists could use food to spread deadly 
biological or chemical poisons.  It would be easy 
enough, given the countless opportunities for 
people to tamper with food. 

One outbreak of a foodborne illness can bankrupt 
an individual food establishment.. Imagine what 
could happen if terrorists poisoned restaurant 
food with anthrax or botulism or arsenic. An 
incident like that could set off a national panic, 
greatly damaging the economy.

By performing this self-assessment of your 
operation, you can improve your work practices 
to reduce the risk of accidental foodborne illness. 
You’ll also learn how to better protect your 
operation from deliberate food tampering. 

What can I do about it?
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Why do a self-assessment?
A self-assessment will take less than an hour and 
will provide you with a valuable snapshot of your 
operation.

Self-assessment is a powerful management tool. 
By examining your operation, you may find 
ways to improve not just security and safety, but 
general work practices.

There are three basic steps to self-assessment:

	 1. Document your operation. Write down 		
    	     what you do and how you do it. Ask 		
	     your employees to describe in detail 		
	     how they do each task. Use the enclosed 		
	     checklist as a guide.

	2 . Compare your systems to recommended 	       	
                  practices or standards. This booklet  
	     provides information on food safety and 		
                  security practices. Note areas where you  
  	     can make changes.

	3 . Get help where you need it. Consult 		
     	     experts, including DHEC, vendors, and  
	     your police department, for advice on  
	     how to best address your specific safety  
	     and security issues.

How do I conduct a self-assessment?



�

Your Facility
Unrestricted access to your  
operation makes it an easy  
target for food tampering.

Key Points:
�Restrict customers to public  
areas only.

�Limit facility access to 
employees and contractors.

r
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Keep service doors closed, and lock  
them to prevent access from the outside.
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Property Security 
This could include any of the following: 
 

 Do a walk-through inspection of your 	 	     	
  facility and storage areas daily.

�Provide outside lighting. Make it difficult for 
someone to approach your facility without being 
seen.

Request regular police patrols.

�Provide fences or other barriers around your 
property.

�Provide surveillance. An alarm system or video 
surveillance is expensive. If there has been a 
problem with building security in the past, 
however, it may be a wise investment.

r
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Building Security
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 �Close and lock service doors, except during 
deliveries.

 Discourage loitering.

 �Restrict key access to trusted employees. Know 
who has keys at all times.
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Your Employees
Your employees and their  
training are vital to food  
safety and security.

Key Points:
�Do employee background checks, 
and verify information given.

�Train employees to recognize 
potential security risks and 
report them to management.

�Ensure each shift manager knows 
what to do if an incident occurs.

r
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New Employees
 �Perform complete background checks on all 
potential employees. Verify references, addresses, 
phone numbers, and information on immigration 
status and criminal record.

 �Actively supervise new employees to ensure they 
learn and follow established procedures.	

r

r

All Employees
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 �Keeping experienced employees is an excellent 
security strategy. In addition to developing 
mutual trust, your employees will perform at a 
higher level of skill.

 �Train all employees to recognize food safety and 
security threats, including product tampering. 
Train employees to report problems to a 
supervisor immediately.

 �Limit employee access to areas needed for their 
job functions.

 �Keep a roster of all employees expected on each 
shift, and discourage off-duty employees from 
loitering.

 �Keep personal items out of the work and storage 
areas. Have a separate place to store personal 
belongings.	

r
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Your Products
The products you buy and how you 
store and use them are critical in 
protecting your business.

Key Points:
�Know who delivers to your  
facility and what they 
deliver.

�Have someone available to 
accept all deliveries.

�Store food and non-food items   
separately, and secure all  
products.

r
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Receiving
Purchase food products from known vendors.	

�Ask for identification from unknown delivery 	
people.

�Schedule deliveries to arrive only when staff is 
present.

�Inspect all items for damage upon delivery and  
check against your invoices.

�Take temperatures of chilled foods before accepting. 
Don’t accept refrigerated deliveries over 45° F. 

Do not allow food to sit in the receiving area. Store 
food as soon as possible in the designated location.

r
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Storage
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�Store food and non-food items separately. Keep all 
items secure.	

Do not use your storage area as a break room.

�Lock all storage areas, including outside storage, 
when unattended.	

�Know the types of chemicals you have on hand 
and dispose of chemicals no longer used.	

Secure chemical storage areas.

r
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Your Customer Service Area
Control of the service area  
prevents product tampering.

Key Points:
�Place self-service stations, 
such as salad bars and 
buffets, in areas where staff 
can easily supervise them.

�Be aware of anyone lingering 
in the self-service area.

r

r

C
u

st
o

m
er

s



11

Customers

�Keep customers out of food preparation areas.

�Do not discuss your security measures with anyone.

�Be aware of anyone lingering in self-service areas, 
or anyone who seems overly interested in your 
operations.

�Be alert for packages and bags left unattended.

r
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Self-Service Areas
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�Place self-service areas such as salad bars where 
staff can watch them.

�Put out only as much food as you need. 

�Replace food containers when replenishing salad 
bars or buffets.

�Rotate foods such as croutons or condiments 
regularly.

r
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Your Cleaning Practices
One of the best defenses against 
foodborne illness is your cleaning 
and sanitizing routine.

Key Points:
�Follow instructions on using 
equipment and cleaners 
exactly. Improper use can 
lessen the cleaning effect.

���Clean and sanitize as often as 
possible.

r

r

C
le

a
n

in
g



13

Cleaning
�Use only chemicals approved for use in a food 
establishment.

�Follow directions for cleaners and sanitizers exactly. 
Too little or too much detergent or sanitizer can 
actually be less effective! Ask your supplier or public 
health department for advice.

�Clean and sanitize equipment and work areas after 
each use.

�Clean and sanitize containers in self-service areas 
after each batch is used.

�To ensure proper sanitizing, check water 
temperature or sanitizer concentration frequently.

r
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Chemical Storage
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�Store chemicals away from food preparation 
areas.

�Secure chemical storage areas at all times.

�Use cleaners and sanitizers according to 
manufacturer’s recommendations.

�Discard old chemicals as instructed on the label.

r
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Instructions:
Use this checklist to perform a food safety 
and security assessment of your facility. After 
answering “Yes” or “No” to each of the questions, 
refer back to this brochure on how to improve 
food safety and security at your facility.

Facility Security: Use these questions to evaluate  
your facility’s security. 

Yes No Action to take

Does management do 
a daily walk-through 
inspection of the 
operation?

Is the area around the 
facility well lighted?

Is the facility locked and 
secured when closed?

Are exterior doors 
(other than customer 
entryways) locked at all 
times?

Are access to exterior 
doors and storage 
area keys restricted to 
management staff?

Food Safety and Security Checklist
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Yes No Action to take

Are new employees’ work 
references, addresses, 
phone numbers, and 
information on criminal 
record and immigration 
status verified?

Is management alert 
to unusual employee 
behavior, i.e. workers 
staying after shift, 
arriving unusually early, 
accessing areas outside 
their responsibility, etc?

Have employees been 
trained in security 
procedures?

Have staff been 
instructed to report 
unusual activities in the 
facility or on grounds?

Is employee access 
restricted to those areas 
in the facility necessary 
to their job functions?

Are customers restricted 
from entering food 
storage and preparation 
areas?

Are cleaning crews, 
contractors or other 
non-facility personnel 
supervised while in food 
storage and preparation 
areas?

Are employee personal 
items restricted to non-
food handling areas?

Facility Employees: Evaluate your personnel/ access 
practices by answering these questions. 

Food Safety and Security Checklist
Food Safety and Security ChecklistFood Safety and Security Checklist
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Food Safety and Security Checklist

Receiving Supplies: Examination of your products  
and ingredients can prevent you from serving a problem  
to your customers. 

Yes No Action to take

Are foods purchased only 
from reputable vendors?

Are deliveries received 
only while staff is 
present?

Is the delivery person 
escorted while in the food 
storage and preparation 
areas?

Are deliveries inspected 
for damage, tampering 
or counterfeiting before 
acceptance?

Are delivery items 
matched against 
order invoices before 
acceptance / use?

Once received, are foods 
immediately moved to a 
secure food storage area?

Cleaning: Your cleaning and sanitizing practices help 
prevent contamination of your food. 

Yes No Action to take

Are cleaning and 
sanitizing chemicals 
used according 
to manufactures’ 
recommendations?

Is the cleaner 
concentration or water 
temperature for dish-
sanitizing routinely 
checked?
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Yes No Action to take

Are standard operating 
procedures in place that 
outline the steps in each job?

Is each ingredient and its 
packaging inspected for 
evidence of tampering 
before use?

Are employees trained 
not to use any food with 
an unusual look or smell?

Are thermometers 
routinely used to measure 
food temperatures during 
preparation and holding?

Are foods thoroughly 
cooked to required 
temperatures? (Refer to 
applicable food code.)

Are cold foods kept below 
45° F?

Are hot foods kept above 
135° F?

Is a “no bare hand 
contact” policy (use of 
gloves or tongs) in effect 
and enforced with ready-
to-eat items?

Are self-service stations 
like salad bars and 
buffets in locations that 
are visible to employees 
at all times?

Are empty food 
containers removed and 
replaced by new ones to 
replenish food at salad 
bars and buffets?

Food Preparation / Holding / Customer 
Service: How food is prepared and held in an 
establishment has great impact on the end result, both  
in quality and safety. 
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Notes
NotesNotes
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Important Numbers:
Important Numbers:Important Numbers:

DHEC

Local Police
Contact the police if you suspect food  
tampering or other criminal activity.

Poison Control
1-800-222-1222

Brochure adapted by permission from the  
New York State Department of Health.CR-006568    11/05

www.scdhec.gov

http://www.scdhec.gov/health/envhlth/food_protection


